
i 

COLORADO TECHNOLOGY LAW JOURNAL 

 
University of Colorado Law School 

320-L Wolf Law Building, 401 UCB, Boulder, CO 80309-0401 
1.303.735.1032 • ctlj@colorado.edu • http://ctlj.colorado.edu 

 
POSTMASTER: Please send address changes to the address above. 

 
The Colorado Technology Law Journal (ISSN 2374-9032) is an 

association of students sponsored by University of Colorado Law 
School and the Silicon Flatirons Center for Law, Technology, and 
Entrepreneurship.  

 
Published as the JOURNAL ON TELECOMMUNICATIONS AND HIGH 

TECHNOLOGY LAW from 2002 to 2014. 
 

   Subscriptions  
Issues are published semiannually. Domestic volume 

subscriptions are available for $50.00. City of Boulder subscribers add 
$3.74 sales tax. Boulder County subscribers outside the City of Boulder 
add $2.21 sales tax. Metro Denver subscribers outside of Boulder 
County add $1.85 sales tax. Colorado subscribers outside of Metro 
Denver add $1.31 sales tax. International volume subscriptions are 
available for $55.00. Inquiries concerning ongoing subscriptions or 
obtaining an individual issue should be directed to ctlj@colorado.edu 
or by mail to the address above. Back issues in sets, volumes, or single 
issues may be obtained from:  

 
William S. Hein & Co., Inc. 

1285 Main Street, Buffalo, NY 14209 
p: 1.716.882.2600 • http://www.wshein.com 

http://heinonline.org (for back issues in electronic format) 
 

Cite as: 17 COLO. TECH. L.J. __ (2018). 
 

© 2018, Colorado Technology Law Journal 
 

 

 

 



ii 

 

 
 
  



iii 

CTLJ COLORADO TECHNOLOGY 
LAW JOURNAL 

 
Volume 17 Issue 1 

 
EXECUTIVE BOARD 

 
 Editor-in-Chief  Executive Editor 
 SOPHIA GALLEHER  GALEN MARSTON POSPISIL 
 
 Managing Editor  Lead Articles Editor 
 EMILY CADITZ  EMILY DREILING 
  
  Lead Production Editor  Lead Student Note Editor 
  TREVOR BERVIK  JUNE TORRES 
 
   Lead Outreach Editor 
  ANDREW NEIMAN 
  
  EDITORIAL STAFF 
 
 Articles Editors Note Editors Symposium Editors  
 SUSAN MILLER JOE GAFFNEY CHLOE BLASKIEWICZ 
 GINA SBARBARO CONRAD GLOVER COLLEEN MCCROSKEY 
 CAITLIN STOVER TREY REED SARAH RIPPY 
 CIERRA WHITE 
 
 Digital Content Editor Outreach Editor Production Editor  
 ZACH NICHOLS ETHAN TACKETT JORDAN DEMO 
  
  Associate Editors 
   DANIEL INSULZA 
   MATTHEW MARTINEZ 
   JULIAN MCLENDON 
   
  MEMBERS 
 
 RACHEL AMSPOKER WHITNEY HOUSE JORDAN REGENIE  
 GREGORY CALLAGHAN GRACE JANG KRISTINE ROACH 
 MEGAN CHAVEZ DANIELLE JOHNSON KONRAD R. SCHREIER 
 VINCENT DIMICHELE MATTHEW MONTOYA DILLON SLAGLE 
 SHELBY DOLEN ERIK MOYA FREDERICK STEIMLING 
 DANIKA DOUGLAS ALINE PESCH ASHTYN STEPHAN 
 EMELY GARCIA KURT PRANGE LOREN TERRY 
 CIERA GONZALEZ  CORIAN ZACHER 
    
 FACULTY ADVISOR  OFFICE MANAGER  
 BLAKE REID  JACKIE KOEHN  



iv 

  



v 

THE UNIVERSITY OF COLORADO LAW SCHOOL 
 

FACULTY, 2018–2019 
 

Deans 
S. JAMES ANAYA, Dean and Charles Inglis Thompson Professor of Law. B.A., University 

of New Mexico; J.D., Harvard University. 
MARCI FULTON, Assistant Dean for Outreach, Engagement, & Alumni Relations.  

B.A., University of Colorado; J.D., University of Colorado. 
AMY J. GRIFFIN, Associate Dean for Instructional Development. B.A., Boston College; 

J.D., University of California, Berkeley. 
FERNANDO R. GUZMAN III, Assistant Dean for Diversity, Equity, and Inclusive 

Excellence. B.S., Santa Clara University; M.S., California State University, 
Sacramento; Ph.D., University of Denver. 

JESSICA HELZER, Assistant Dean for Advancement. B.S., Colorado State University. 
KRISTINE M. JACKSON, Assistant Dean for Admissions & Financial Aid. B.S., 

University of North Carolina; J.D., George Mason University. 
SARAH KRAKOFF, Associate Dean for Faculty Affairs & Research and Moses Lasky 

Professor of Law. B.A., Yale University; J.D., University of California, 
Berkeley. 

WHITING LEARY, Senior Assistant Dean of Students. B.A., Williams College; J.D., 
University of Colorado. 

MARK J. LOEWENSTEIN, Associate Dean for Curricular Affairs and Monfort Professor of 
Commercial Law. A.B., J.D., University of Illinois, Champaign-Urbana. 

TODD ROGERS, Assistant Dean for Career Development. B.S., Trinity University; J.D., 
University of Texas. 

JENNIFER SULLIVAN, Senior Assistant Dean for Administration and Program 
Development and Interim Assistant Dean for Advancement, B.A., Case Western 
Reserve University; J.D., Duke University. 

 
Emeritus Faculty 
NORMAN F. AARONSON, Clinical Professor Emeritus. B.A., Brandeis University; J.D., 

Boston University. 
HAROLD H. BRUFF, Nicholas Rosenbaum Professor of Law. B.A., Williams College; J.D., 

Harvard University. 
EMILY M. CALHOUN, Professor Emerita. B.A., M.A., Texas Tech University; J.D., 

University of Texas. 
JAMES N. CORBRIDGE, JR., Professor Emeritus. A.B., Brown University; LL.B., Yale 

University. 
TED J. FIFLIS, Professor Emeritus. B.S., Northwestern University; LL.B., Harvard  

University. 
H. PATRICK FURMAN, Clinical Professor Emeritus. B.A., J.D., University of Colorado. 
WAYNE GAZUR, Professor Emeritus. B.S., University of Wyoming; J.D., University of 

Colorado; LL.M., University of Denver. 
DAVID S. HILL, Professor Emeritus. B.S., J.D., University of Nebraska. 
J. DENNIS HYNES, Professor Emeritus. B.A., LL.B., University of Colorado. 
HOWARD C. KLEMME, Professor Emeritus. B.A., LL.B., University of Colorado; LL.M., 

Yale University. 
ROBERT F. NAGEL, Professor Emeritus. B.A., Swarthmore College; J.D., Yale 

University. 



vi 

WILLIAM T. PIZZI, Professor Emeritus. A.B., Holy Cross College; J.D., Harvard 
University; M.A., University of Massachusetts.  

PETER N. SIMON, Professor Emeritus. B.S., M.D., University of Wisconsin; J.D., 
University of California, Berkeley.  

ARTHUR H. TRAVERS, JR., Professor Emeritus. B.A., Grinnell College; LL.B., Harvard 
University. 

MICHAEL J. WAGGONER, Professor Emeritus. A.B., Stanford University; LL.B. 
Harvard University. 

MARIANNE WESSON, Professor Emerita. A.B., Vassar College; J.D., University of 
Texas. 

CHARLES WILKINSON, Professor Emeritus. B.A., Denison University; J.D., Stanford 
University. 

 
Tenured and Tenure-Track Faculty 
J. BRAD BERNTHAL, Associate Professor of Law. B.A., University of Kansas; J.D., 

University of Colorado. 
FREDERIC BLOOM, Professor of Law. B.A., Washington University in St. Louis; J.D., 

Stanford University. 
ALEXIA BRUNET MARKS, Associate Professor of Law. B.A., Colgate University; M.S., 

Purdue University; Ph.D., Purdue University; J.D., Northwestern 
University. 

PAUL F. CAMPOS, Professor of Law. A.B., M.A., J.D., University of Michigan. 
DEBORAH J. CANTRELL, Professor of Law and Director of Clinical Programs. B.A., Smith 

College; M.A., University of California, Los Angeles; J.D., University of 
Southern California. 

KRISTEN A. CARPENTER, Council Tree Professor of Law. B.A., Dartmouth College; J.D., 
Harvard University. 

MING HSU CHEN, Associate Professor of Law. A.B., Harvard University; J.D., New 
York University; Ph.D., University of California, Berkley. 

RICHARD B. COLLINS, Professor of Law. B.A., Yale College; LL.B., Harvard  
University. 

JUSTIN DESAUTELS-STEIN, Associate Professor of Law. B.A., University of North  
Carolina, Ashville; J.D., University of North Carolina, Chapel Hill; LL.M.,  
Harvard University. 

KRISTELIA A. GARCIA, Associate Professor of Law. B.A., Columbia University; J.D., 
Yale University. 

ERIK F. GERDING, Professor of Law. A.B., Duke University; J.D., Harvard University. 
AYA GRUBER, Professor of Law. B.A., University of California, Berkeley; J.D., 

Harvard University. 
LAKSHMAN D. GURUSWAMY, Nicholas Doman Professor of International Environmental 

Law & International Energy Programs. LL.B., Sri Lanka; Ph.D., University of 
Durham, U.K. 

JENNIFER S. HENDRICKS, Professor of Law and Co-Director of the Juvenile & Family Law 
Program. B.A., Swarthmore College, J.D., Harvard University. 

PETER H. HUANG, Professor of Law and DeMuth Chair. A.B., Princeton University; 
Ph.D., S.M., Harvard University; J.D., Stanford University. 

SHARON JACOBS, Associate Professor of Law.  B.M., Cleveland Institute of Music, 
M.M., The Juilliard School; J.D., Harvard University. 

MARGOT KAMINSKI, Associate Professor of Law. B.A., Harvard University; J.D., Yale 
University. 

CRAIG KONNOTH, Associate Professor of Law.  B.A., Fordham University; M.Phil., 
University of Cambridge; J.D., Yale University. 



vii 

BENJAMIN LEVIN, Associate Professor of Law.  B.A., Yale University; J.D., Harvard 
University.  

SUZETTE MALVEAUX, Provost Professor of Civil Rights Law and Director of the Byron R. 
White Center. A.B., Harvard University; J.D., New York University. 

SCOTT A. MOSS, Professor of Law and Schaden Chair in Experiential Learning. B.A., 
M.A., Stanford University; J.D., Harvard University. 

CHRISTOPHER B. MUELLER, Henry S. Lindsley Professor of Procedure & Advocacy. A.B., 
Haverford College; J.D., University of California, Berkeley. 

HELEN NORTON, Professor of Law and Ira C. Rothgerber, Jr. Chair in Constitutional Law. 
B.A., Stanford University; J.D., University of California, Berkeley. 

SCOTT R. PEPPET, Professor of Law and Wolf-Getches Fellow. B.A., Cornell University; 
J.D., Harvard University; M.S., University of Colorado. 

CAROLYN B. RAMSEY, Professor of Law. B.A., University of California, Irvine; M.A., 
J.D., Stanford University. 

PIERRE J. SCHLAG, University Distinguished Professor and Byron R. White Professor of 
Law. B.A., Yale University; J.D., University of California, Los Angeles. 

ANDREW SCHWARTZ, Professor of Law. Sc.B., Brown University; J.D., Columbia 
University. 

SCOTT SKINNER-THOMPSON, Associate Professor of Law.  B.A., Whitman College; 
L.L.M., J.D., Duke University.   

ANNA SPAIN BRADLEY, Associate Professor of Law and Assistant Vice Provost for Faculty 
Development & Diversity. B.A., Denison University; J.D., Harvard 
University. 

SLOAN SPECK, Associate Professor of Law. B.A., Rice University; M.A., J.D., University 
of Chicago; L.L.M., New York University. 

MARK SQUILLACE, Professor of Law. B.S., Michigan State University; J.D., University 
of Utah. 

HARRY SURDEN, Associate Professor of Law. B.A., Cornell University; J.D., Stanford 
University. 

AHMED WHITE, Professor of Law and Nicholas Rosenbaum Professor of Law Chair. B.A., 
Southern University and A&M College; J.D., Yale University. 

 
Clinical Faculty 
VIOLETA CHAPIN, Associate Clinical Professor of Law. B.A., Columbia College; J.D., 

New York University. 
ANN ENGLAND, Clinical Professor of Law. B.A., University of Michigan; J.D., 

University of Denver. 
CARLA FREDERICKS, Associate Clinical Professor and Director of the American Indian 

Law Program. B.A., University of Colorado; J.D., Columbia University. 
SEAN HELLE, Associate Clinical Professor and Director of the Getches-Green Natural 

Resources & Environmental Law Clinic. B.A., Luther College; J.D., University 
of Iowa. 

BLAKE E. REID, Associate Clinical Professor. B.S., J.D., University of Colorado; LL.M. 
Georgetown University. 

COLENE ROBINSON, Clinical Professor of Law and Co-Director of Juvenile & Family Law 
Program. B.A., Valparaiso University; J.D., Loyola University, Chicago. 

 
Legal Writing and Appellate Advocacy Faculty 
AMY BAUER, Legal Writing Professor. B.A., Duke University; J.D., William & Mary 

School of Law.  
TERESA BRUCE, Legal Writing Professor. B.S., Colorado State University; J.D., Cornell 

Law School. 



viii 

MEGAN HALL, Legal Writing Professor. B.A., Colorado State University; J.D., 
University of Colorado. 

DEREK H. KIERNAN-JOHNSON, Legal Writing Professor. A.B., Princeton University; 
J.D., University of Michigan. 

GABRIELLE MARKS STAFFORD, Legal Writing Professor. B.A., University of 
Pennsylvania; J.D., Boston University. 

TODD M. STAFFORD, Legal Writing Professor. B.A., Southern Methodist University; 
J.D., Duke University. 

 
Law Library Faculty 
ERIK BECK, Digital Services Librarian. B.A., University of Wisconsin; M.S.I.S., 

University of Texas. 
GEORGIA K. BRISCOE, Associate Director and Head of Technical Services. B.S.,  

Washington State University; M.A., M.A., University of San Diego; 
A.M.L.S., University of Michigan. 

ROBERT LINZ, Head of Public Services and Associate Director of Law Library. B.A., Wake 
Forest University; J.D., University of Florida; M.L.I.S., Florida State  
University.  

SUSAN NEVELOW MART, Professor of Law and Director of the William A. Wise Law 
Library. B.A., University of California, Santa Cruz; J.D., University of 
California, Berkeley; M.L.I.S., San Jose State University. 

JOAN POLICASTRI, Collection Services and Research Librarian. B.A., M.A., University of 
Colorado, Denver; M.A., University of Denver. 

KERRI-ANN ROWE, Student Services and Outreach Librarian. B.A., Yale University; 
J.D., University of Notre Dame. 

LISA SCHULTZ, Instructional Services and Research Librarian. B.A., J.D., University of 
Nebraska, Lincoln; M.A., University of Missouri, Columbia. 

KAREN SELDEN, Metadata Services Librarian. B.S., Pennsylvania State University; 
M.L.S., Simmons College. 

JILL STURGEON, Access Services Librarian. B.A., Brigham Young University; M.A., 
Wright State University; J.D., M.L.S., University of Arizona.   

JANE E. THOMPSON, Associate Director of Faculty Services and Research. B.A., 
University of Missouri; M.A., M.L.L., J.D., University of Denver. 

 
 

 

 

 

 

 

 



ix 

FROM THE EDITOR 
 

Almost ten years ago, CTLJ’s then-Editor-in-Chief, Blake Reid, 
mused, “The rapid growth of the Internet over the past twenty years 
stirs the imagination as to what the next twenty will bring.” Nearly 
halfway through his twenty we are offered a moment to pause—and 
reflect. Here, at our own institution, we are at a crossroads, as our 
founder, Phil Weiser, departs to serve as the Colorado Attorney 
General. The indelible impression that Phil has left on the hearts and 
minds of those who have served on this journal is reified its pages. 
From the words written by former editors-in-chief, to the scholarship 
that this journal has featured, to Phil’s own academic contributions, 
we are reminded that through rigorous intellectual analysis we can 
shape robust policy outcomes. For that, I dedicate this issue not just to 
Phil but also to the many CTLJ alumni who have gone on to forge their 
careers in the image of his spirit.  

The Internet, too, is in a state of flux. The 18th annual Silicon 
Flatirons conference was the first not named The Digital Broadband 
Migration Conference—Phil declared, “The migration came and 
went.” And the dialogue at the conference was further colored by the 
passing of Internet pioneer, John Perry Barlow. Against that backdrop, 
industry thought leaders set out to grapple with the questions posed 
by the Internet’s rapidly changing architecture. The pieces in CTLJ 
Volume 17, Issue 1 capture the dynamics of that discussion. 

In his Keynote Address, Google’s Chief Internet Evangelist, Vint 
Cerf,  lamented the ascendance of the “unsafe Internet” and articulated 
several strategies to promote safety, privacy, and security, in 
cyberspace. Professors Jen Daskal and Paul Ohm engaged in a 
vigorous debate about whether we need strong national borders on 
the Internet. Adam Thierer, Ryan Hagemann, and Jennifer 
Huddleston posited that an evolving set of informal “soft law” 
governance mechanisms are primed to become the dominant modus 
operandi for modern technological governance in the United States. 
Professor and computer scientist Anne Washington voiced concerns 
about the roles that algorithms are playing in our criminal justice 
system. And Professor Christopher Yoo revived an underexplored 
principle in Paul Baron’s article, “On Distributed Communications 
Networks,” to reconceptualize network architecture. 

I am also honored to present three notes from my fellow editors. 
Trevor Bervik invokes principles from plant-patent law to devise a 
patent framework for software. Andrew Neiman discusses a 
framework to regulate mHealth Apps. And Caitlin Stover discusses 
Star Athletica and its ramifications in the fashion industry. 

Finally, it is with heartfelt gratitude that I extend thanks to our 
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editorial team: Galen Pospisil, Emily Caditz, Emily Dreiling, and 
Trevor Bervik, who each provided immeasurable support during the 
production of this issue. I also want to express a special thanks to three 
editors who truly went above and beyond. Emily D., Trevor, and 
Susan Miller poured their minds and their energies into these pages, 
and without them, this issue would not have been possible. Thank you.  

I would also like to thank the faculty and staff here at Colorado 
Law who have made being part of this journal and this community 
such a unique and special experience, and, in particular, I want to 
thank our faculty advisor, Blake Reid. Each year, Blake works tirelessly 
and selflessly to empower our members. His dedication to our work is 
unmatched—he truly embodies the essence of our community. Blake, 
from all of us on CTLJ, we thank you.  

 
 

       Sophie Galleher 
Editor-in-Chief, Volume 17 
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